NID Queries for Digital 
Assets at the Customer 
Premises 



Local Authentication 
Authority Authenticates 
Identified Digital Assets 



Global Authentication 
Authority Authenticates 
the NID 
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Global Authentication 
Authority Marks Digital 
Assets as Authenticate 



Global Authentication 
Authority Communicates 
With NID 
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Global Authentication 
Authority Receives 
Identification of Digital 
Assets Authenticated by 
the NID 



Requestor Provides a 
Request for a Content Object 



Associate a Digital - 
Certificate With the Request 



Receive Request at the 
Content Provider and 
Authenticate the Requestor 
Via the Digital Certificate 
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Associate a Digital 
Certificate Associated with 
the Content Provider with the^*"" 
Requested Content Object 



Associate Digital Certificate 
Provided from the Requestor 
with the Requested Content 
Object 



Provide Requested Content 
Object to the Requestor 



Requestor Authenticates 
Digital Certificate Provided \S 
by the Content Provider 



Requestor Stores the 
Content Object to a Local 
Storage 
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First Customer Provides 
Request including a Digital 
Certificate and Requesting a 
Content Object 
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Content Provider Authenticates 
Digital Certificate 
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Content Provider Requests a 
Second Customer to Send the 
Content Object to the First 
Customer 



J 



Content Provider Provides a 
Digital Certificate from the 
Content Provider and the 
Digital Certificate from the First 

Customer to the Second 
Customer to be Included with 
the Content Object 
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Second Customer Incorporates 
the Digital Certificates from the 
First Customer and from the 
Content Provider With the 
Content Object 
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Second Customer Incorporates 
a Digital Certificate from the 
Second Customer With the 
Content Object 



Second Customer Provides 
Requested Content Object to 
the Requestor 
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Requestor Authenticates 
Digital Certificate Provided 
by the Content Provider 



Requestor Stores the 
Content Object to a Local 
Storage 
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Camera Detects Image of a 
Visitor to the Customer 
Premises 
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Doorbell Indicates Someone 
is at the Door 



A Communication is 
Prepared indicating that the 

Doorbell is Pressed and 
Including a Digital Certificate 
From the Doorbell and a 
Digital Certificate From the 
Camera 
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The Image is attached to the 
Communication 



The Communication is Sent 
Via the Customer's 

Teleconference Application 
to a Pre-designated 
Recipient 
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Recipient Receives the 
Communication at the 
Remote Access Location 



Recipient Authenticates the 
Digital Certificates From the 
Doorbell and the Camera 



Recipient Identifies the 
Visitor That Has Pressed 
The Doorbell 




An Access Grant Message is 
Prepared Including a Digital 
Certificate Associated With 
the Recipient 



Send the Grant Message to 
the Door Lock 



The Door Lock Authenticates 
the Digital Certificate 



The Door Lock Opens 




